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KLEZ( 2002) waatharzg el
godziny

, symantec.

DeepSight™ Alert Services

Send To Device | Close I
Security Alert

Subject: wWazkKlez
MCID: 21
Aliases: Klaz, Klez, TROJ_KLEZ. A, W32 Klez, A@rmm, W32/ Klez@MM
Discovered: 2001-10-Z6 Origin: Azia
Updated: 2001-11-08 15:04:20 GMT
Types: Warm
Executable Types: File / Binary / Portable Executable (PE)
Infecton Yectors: File Transfer / Ernail Attachrnent
Risk: Unknaown Severity: 6.7
Impact: £.5 Contagion Potential: 6.2 wild

Unknown

Infection Targets:

Microsoft Gutlook 2000
Microsoft Qutlook 2002
+ Microsoft Office HP
Microsoft Cutlook 97
Microsoft Cutlook 98
Microsoft Outlook Express 6.0
Microsoft Outlook Express 5.5
+ Microsoft Internet Explorer 5.5
+ Microsoft Windaws ME
+ Microsoft Internet Explorer 5.0.1 for Windows NT 4.0
+ Microsoft Internet Explorer 5.0.1 for Windows 95
+ Microsoft Internet Explorer 5.0.1 for Windows 95
+ Microsoft Internet Explorer 5.0,1 for Windows 2000
+ Microsoft Windows 2000 Terminal Services
+ Microsoft Windows 2000 Advanced Server
+ rosoft Windows 2000 Datacenter Server
+ Microzoft windows 2000 Server
+ Microzoft Windows 2000 Waorkstation SP2
+ Microzoft Windows 2000 Advanced Server SPZ
+ Microsoft Windows 2000 Datacenter Server SPZ
+ Microzoft Windows 2000 Professional 5P2
+ Microzoft Windows 2000 Server SPZ

W
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A ZOTOB (2005):

AZostag napili sany na zam- w
Mar oka@E&czyka

ASpar al CNNdivea §

. A4 - @ F-Secure Virus Information Pages: Zotob.A - Windows Intenet Explorer
= 8 - - e s

A &3~ |9 nttpsrwmnnsecure comyv-descs/aotob_sshtmi 42 ] x || Googte 2 -

- »

" o ‘v F-Secure Virus Information Pages: Zotab.A ‘ ‘ £~ B v & v b Stona v () Narzedzia v
for my, ggao B
HOME USERS SMALL ENTERPRISES PARTNERS ABOUT
©  MAIN INDEX BUSINESSES COMIER F-SECURE =

F-SECURE® Soocilonswese - | B | Wit | Ripewmimn meenEe)

Main Index

F-Secure Virus Information Pages: Zotob.A

[Summary] | [Disinfection] | [Detailed Description] Radar Alert
[ ]seaen Name - Zotob.A
~ N Alias® Net-Waorm Win32 Mytob_cd
Security Guide
Type: Virus
F-Sacure World Map Cateqory: Virus I
Platform: Win32 Level 2

Security Alarts

Virus Statistics

Malware Removal Tools
Zotob.A is a Mytob clone that spreads using a vulnerability in Windows

Mahware Code Glossary Plug and Play service (MS05-039).

I Submit Malware Sample Back to the Top
Feeioaime Woiinioctin
< e - i L3
| & Gotowe, ale wystapily bledy na st (e T @ e s ety H100% -
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Z agr o-Raotkity a

A Rootkit-pr ogram kt -ry ma ukrylL
systemu operacyjnego, nowe lub zmienione pliki,

ot warte porty, klucze reje
UUywany do ukrycia przed
admini strator ami ataku,
systemowych | ub dodat kow)

AMogn dziaGalL w trybie uilyt

A Pierwszyootkit(1994pz ast npowa G nar z™n
SunQOS9ls, pc, itd.)

A Pierwszy wirus na komputery B&a{) ukr ywaG
obecnosSL
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SystienPrsoeasses  Services Applications

Tasi\WMeagger
Exploser
Useragpiplication

User
Mode

Kernel
Mode

Hardware Abstraction Layer
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2 Hacker Defender - NT Rootkit - Microsoft Internet Explorer
Fle Edt View Favorites Tools Help
D racc - 2 & Search Favorites {02
] https frxdef. czweb.org/

knowhow download attocode donate antidetection

Anti-detection service

We're offering anti-detection service for any type of windows modules. There are many ways how to make your module undetected hence you can see
below quite complicated price table with examples. To order this service write a mail with full description of what you need to holy_father@phreaker.net.

Feel free to write a mail if you're not sure how much would your order cost or if you have special demands.
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driver (e
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Z a g r o-Reotkity a

A RootkirRevealer
A BlackLight

F-Secure BlackLight Beta

Step 1 - Scan for hidden items
B windows Task Manager I

. File Options Yiew Help
Scan targets: b Step1 - Scan P & P

n:gggz ﬁll:sc::sdefsol dors Step 2 - Cleaning Applications ~ Processes I Performance |
Finish
Status: Image Name | pio | cru|  cru Time | Mem Usage |«
Scan complete. ATKOSD. exe 1592 00 0:00:00 2704 K
2 hidrden items faund blbeta.exe 1664 00 0:00:01 8248K
X CSRS5.EXE 21z 00 0:00:00 2220K
dfssvec.exe 980 00 0:00:00 1756 K
EB lAc KllG "T explorer.exe 1028 oo 0:00:05 4256 K
gg.exe 1360 0o 0:00:00 10856 K
= 3 no n"'K"‘ E “M'“A'"]n HControl.exe 1300 00 0:00:00 2884K
HSFPWCFG.EXE 1328 00 0:00:00 1884 K
L — inetinfo.exe 1024 00 0:00:01 10288 K
v o # I Process name I FID I ;I e internat.exe 1344 00 0:00:00 1812K =
6 et 272 F|LLssrv.ExE 620 00 0:00:00 233K
o erhoivuie 440 LSASS.EXE 272 00 0:00:00 564K
q svchost exe 484 ‘J msdtc.exe 1052 00 0:00:00 5864 K
mstask.exe 728 00 0:00:00 3492K
reqgsvc.exe 688 00 0:00:00 1084 K
12 “sysiogd seiviceiene e SERVICES.EXE 260 00 0:00:03 7080K
- 13 llssrv.exe 520 sistray .exe 1416 00 0:00:00 2424K
ke 14 regsve.exe 528 qswlsvc.exe 788 00 0:00:00 1112K
15  MSTask.exe 728 Sivwake.exe 1404 00 0:00:00 3708K ;l
v
16 siswlsve.exe 78 x| T I
"i Total number of processes: 37
IProcesses: 36 CPU Usage: 0% Mem Usage: 168304K | 2370228k 4
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A SystenVirginityVerifier

WINNT'system32'cmd.exe

suy {command?> [options] [/]1 <altKernelModuleName>]
command is one of the following:
check — check system virginity
fix - try to flx ouopected modifications {(disinfection)

report - 9§
ol louing one C:\WINDOWS\system32\cmd

/a 1ready beneath target verdict level, nothing to be fixed?
/m
IC:\Documents and Settings\kravietz\My Documents\Szkolenie — WYKRYWANIE\wykrywani
e_programy\Rootkit detection\SUU>svu check ra
ifMARNING: Service Table redirection detected
origKiServiceThl: Bx884d7088 — Bx884d7500
C:\Documents urrKiServiceThl: Ox884e48h8 — Bx804e4d28
p011de.°yg (f?cB?BBB = f?cBBBBB)... Hrong PE 1mage format'
SYSTEM INFECT Ji

RDPCDD sys

dump_atapi_sys SYSTEM INFECTION LEUEL:

8 — BLUE
——> 1 — GREEN
2 — YELLOW
3 — ORANGE
4 — RED
. s i 5 — DEEPRED
EL:BEEEEEEE__ Nothing suspected was detected.

DEEPRED C:\Documents and Settings\Administrator\Desktop\hx>svv check
suspected yntdll.dll (77£80880 — ?7f£fdB6BB> ... suspected?! (verdict
KERNEL32 . DLL (72c570008 — 7c623008>... suspected?! (verdict
:\Documents and Sef¥S2_32.d11 (758308600 — ?75044006808)>... suspected?! (verdict
\Rootk1t ADUAPI32 .DLL (7c2d0808 - 7c¢3320088>... suspected? (verdict

SYSTEM INFECTION LEUEL: 5
a BLUE
GREEN
YELLOY
ORANGE
RED
=) DEEPRED
SUSPECTED modif ications detected. System is probably infected?

C:\Documents and Settings\Administrator\Desktop\hx>

nwnn




Wbudowane zabezpieczenia
R
A Window®Defender

Wykrywanie, czyszczenie | blokowanie
w trybie rzeczywistym szkodliwego oprogramowania

= [ ] |
& Wind
'. Derfend




Wbudowane zabezpieczenia

A Internet Explorer 7:

. Trybchroniory E dzi aga bez Uadn
uprawni e &, nawet | eS| | d
przykgad prawami do i nst:
ATryb tylko do odczytuo,
Tymczasowe pliki internetowe (dotyczy strefy

ZzabezpieczeE& I nternet)

Mo Ul i woSI usuwania wszys:i
podrnczne,|j Przez pojedync

Filtr witryn wygudzaj Ncy«



Wbudowane zabezpieczenia

T T
A BitLocker

Wykorzystuje vi1i.2 TPM | ul
przechowywania klucza

. Chroni dysk systemowy przed odczytaniem gdy systen
jest wygNczony
Bzyfruje cagy wolumin §N\
plikami tymczasowymi, plikiem wymiany etc.
~Zapewnia integralnoSIl pr«

. Upraszcza proces utylizacji
dysk-w twardych




Wbudowane zabezpieczenia

ASystem szyfrowania pli k- w

WgaSci woSI| -priezrdczystddlab f ol
uUyt kowni k a

C@aq File Encryption Key

Enn:r_ﬁ,rpted with file owner’s gjé:?yptiun
public key, Finld
@q File Encryption Key
Encrypted with public key
Header of recovery agent 1, Data
Fecovery
@q File Encryption Key Fields

Encrypted with public key
of recovery agent 2 (optional)

Encrypted Data




Wbudowane zabezpieczenia

AOchrona pli k-w systemowych

Kontrola procesu uruchamiania systemu obejmuje
sprawdzeni e sterowni k- - w,

A Zaimplementowano jako sterownik filtru systemu
pl i k- w

~Sprawdza sygnatury kaUde|j
strony

~Sprawdza kaUdy obraz gad:«
chronioneg®iotecte®rocesps

. Sygnatury przechowywane
bNd¥ w certyfi kaci e X. 50



Wbudowane zabezpieczenia
I

Ll .

A Zapobieganie wykonywaniu dany, o s

(DEP):

Bazuj e na
oOozZzhaczani a

v

Zzawl eraj Nc

AAMD-NX (i

nNoO
AntetkXD (A Execut e

W wersji 64. bitowe] obligatory

5

[S5)

Efekty wizualne Zaawansowane
Zapaobieganie wykonywaniu danych

Zapobieganie wykonywaniu danych (DEF, Data
Execution Prevention) ufatwia ochrone przed
3 szkodami powadowanymi przez wirlsy oraz innymi A
zagroZeniami bezpieczerstwa, Jak to dziata?
@ Wiacz funkcie DEP tylko dla istotnych programdw i ustug
systemu Windows

Wiacz funkcie DEP dla wszystkich programdw i ushug oprdcz

LS

Data Execution Prevention - Microsoft Windows

To help protect your computer, Windows has closed this program.

-y Name: Windows Explorer

L)

5= Publisher: Microsoft Corporation

Data Execution Prevention helps protect against damage from viruses and other
security threats.

Procesor komputera obsfuguje funkcge DEF dla sprzetu,

oK Anuluj

| | Zastosuj
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Wbudowane zabezpieczenia

'
; Policy,Servers =

AKontrol a dost npMyesrliov S| e cC I

,,,,, \_ J
o0 000OOIODS ..0.......0. Niésm{ni@'pe-gopoioo{oooo 4 000.). .kUp \
zalazgnoolde E polfi sy Servers
. e.g. Patch
i Restricted
Windows Network

Client DHF:P, VPN Sppiag n i |a
Switch/Router zaazgnia Uelni a

. . | olli -\l y, J .
@Kllent rzNda dostnpu upumo. "CAI ! prezentol e SW: |

S)Si el Firmow}
DHCP, VPN lubSwitch/Routerpr zesy ga st atus |JkJ- t A rwer
Microsoft Network Policy ServefRADIUS) ' . g
Network Policy Server (NPS)wer yf i kuj e st atu KT 1 enta ther
zdefiniowanej T i e s 2]
JeUeli klient nie spegnia zadgbANed@ polisy, klier
Ponad to klient otrzymuje dostnp tyl ko do wyzns:

@JeUeli klient spednia zagoUenia polisy, dostaje



Wbudowane zabezpieczenia

A Zapora systemu Windows:

Komuni kacja wychodzNca i
ZintegrowanidRSec

Uwzgl ndni a uwierzytelni at

i Consolel - [Console Root\Windows Firewall with Advanced Security on Local Computer] [N o) [ |

By File Action View Favorites Window Help NEE
g w2

(3 Console Root Windows Firewall on Local Compu Actions

/i@ Windows Firewall with Advanc Windows Firewall with Adva.

B3 Inbound Exceptions a Windows Firewall with Advanced Security - Poli
B3 Outbound Exceptions " " =] Import Policy
Windows Firewall provides enhanced network security for Windows computers. N
fad Computer Connection Sect| &3] Export Policy.
‘@ Monitoring - Restore Defaults
&, Firewall Overview o .
s 4k Connection Security View d l
i, Rules Domain Profile is Active New Window from Here
4l Security Association|| | @& Windows Fiewal is on Refresh
iy Main Mode

@ Inbound connections are blocked by default Properties

Help

L Quick Mode

Outbound connections are allowed by defait

Standard Profile
@ Windows Firewallis on.
® Inbound connections are blocked by defait

@ Outbound connections are allowed by defaut

ndows Firewall Properties

o

Getting Started

Computer to Computer Security
Computer connection security specfies how and when securs commurications are
estabiished between computers or groups of computers

€ Computer Connection Security <

Links and Resources
) Setup basic security for a Windows domain
&) How Windows Firewall with Advanced Security works

« il b || © Securing traffic between servers =




Kontrola konta utytkow

A ImplementacjmodeluBellaLaPaduli

APodmi ot moUe zapisal dane
uprawni eE tego podmiotu | e
Zabezpiecze@®& obi ekt u

AKaUdy proces (program | ub
okreSlonym poziomie zauf an
plik) jest sklasyfikowany na pewnym poziomie zaufania.
Poni ewaU obowi Nzuj e zasada
modyfi kowani e zdomi nowanyc
na ni Uszym poziomie zauf an
uruchomiony przez administratora, nie zmodyfikuje

zaufanych (czyl. Syst emowy

A Utworzony przez proces obiekt dziedziczy jego poziom
zaufania



Kontrola konta utytkow

AUGat wi a realizacjn zasady
dwa r - l0dne sposoby:

AWszyscy uUytkownicy sN s
qutkowni K ami
AStare, czy bardziej Azac

wirtualizowane

AKalda potrzeba prawdzi weg:
administratorskich wymaga:

AWskazania uUytkowni ka, Kk
APot wierdzenia chnci wyko

ADomyS§8l nie programy dzi aGa
uprawnieniami



Narznhdzi a dodat kowe

[ N o
A Sigcheckdost npny na witrynie
http://www.microsoft.com/technet/sysinternals

A Autorunsdost npny na witryni e
http://www.microsoft.com/technet/sysinternals

A ProcessExplored o st npny na witryn
http://www.microsoft.com/technet/sysinternals

A D o s tffhing: Kamsola odzyskiwani&Vindows PE,
ERD CommanddartPE



Nar zndzi a-Sigchedkat k o we

WySwietla i nformacje o0:ni epc¢

-u -sc: \

Command Prompt

JSssystemnd2nfeguirt _exe:
pOUS~systemdI2~Fsutil.exe:
pOWSsystemdI2~ftp.exe:
DOUS~system32wgdi.exe:
DOUS~system3I2~getmac .exe =
DOUS~systemd2gpresult _exe:
DOUS s syustemdI2hgpupdate _exe =
DOUS~systemd 2 grpconv.exe :
pOWSsystemdI2-help.exe:
DOUS~system32~hoztname .exe =
DOUS~system3I2~ieduinit.exe:
pOUS~system3I2~IEHost _.EXE:
Ueprified: Unsigned
File date: 4:22 AM 4-15-28084
Publizhewr: nsa
Description: nsa
Product: IEHost
Uersion: 1.688
File version: 1._68
DOUSsystemI2siexpress .exe:
OWSsystemI2~imapi.exe:
DOUS~system32~ipconfig.exe:
DOUS~system32~ipsech..exe:
POUS~systemI2~ipuvb . exe:
DOUSsyustemd2hipxroute _exe:
pOUS~systemd2«krnliBb.exe:
pOWSsystemd2~label exe:
DOUS~system32~1lights _exe:
JEwsuystemd2«~Inkstub.exe:

GOOOOOooa0o00
Pl A A

I IzIx sz IzIz
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